
Identify Theft
Protect Yourself From 



What is Identity Theft?
 Identity theft occurs when someone uses another 

person identifying information without their 
permission in order to access resources, obtain 
credit, to commit fraud or gain other benefits in 
that person's name.

 Name
 Social Security Numbers
 Birthday
 Birth Certificates
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 Credit identity theft makes up more than 50 
percent of all types of identity theft. 
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Types of Identity Theft
 Financial Identity Theft

 When we hear the words "identity theft" we usually 
think of credit reports and bank accounts. 
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Types of Identity Theft
 Child Identity Theft

 Almost alway a friend 
or family member
 means less likely to 

press charges

 Popular because an 8 
year old doesn't check 
their credit
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Types of Identity Theft
 Criminal Identity Theft

 Someone uses your name when being charged with a 
crime
 Commonly committed by family members

 Driver’s License Identity Theft
 Sold to someone who looks like you

 uderage drinking
 fraudualant checks
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Types of Identity Theft
 Insurance/Medical Identity Theft

 Not as common but becoming more popular
 Use of medicare and medicaid

 you don't want your doctor deciding what you need based on 
someone else's health information that just happens to be in 
your health file.



How Do Thieves Get Your 
Information?
 Dig through your trash



How Do Thieves Get Your 
Information?
 Pretend To Work

 for legitimate companies
 medical offices
 clinics or pharmacies
 government agencies

 Medicare/Medicaid



How Do Thieves Get Your 
Information?
 Skimming

 Your credit or debit card is swiped through the 
skimmer and the information contained in the 
magnetic strip on the card is stored on the device 
itself or an attached computer.
 Commonly used at gas stations and on ATM’s



How Do Thieves Get Your 
Information?
 Phishing

 this an email from a familiar and official-looking 
company (such as a bank or a retailer), government 
agency or other group. 

 The email simply asks you to click on a link, visit 
their site and verify or update some of your personal 
information. 

 The site you are sent to will look identical to the real 
company or organization's website, making you feel 
more comfortable about handing over the information. 



Phishing Scams
Phishing doesn’t just happen online, though. 
Some thieves also run phishing scams over the telephone, 
pretending to be representatives from reputable companies or 
agencies asking you to verify personal information. 
Never give personal information to anyone over the phone 
unless you have initiated the call. 
If someone calls asking you for personal information, ask 
for a number to call them back and then check whether they 
are legitimate before doing so.
Do not give your SSN out over the phone!!



Phishing Scams
One more thing to note about phishing is that 
scammers are also spoofing social networking sites, like 
MySpace and Facebook, too. Both of those sites have 
increased security and will give you a warning when you 
click on a link that will take you away from their site 
and it's important to pay attention to those warnings.



How Do Thieves Get Your 
Information?
 Spy ware

 Spy ware can be bundled as part of free software, 
such as screen savers or games, distributed via email 
attachments, web links, music or video downloads. It 
can exploit web browser vulnerabilities with “drive-
by” downloads, where the victim is unaware that he 
or she is downloading the software. Sometimes, the 
victim is fooled into downloading spy ware, believing 
it’s a legitimate program such as a web browser 
update.

 The thief can access everything you do online 
including your usernames, passwords, online 
shopping purchases and email or instant messages.



How Do Thieves Get Your 
Information?
 Good old fashion theft

 steal your wallet or purse
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How to Prevent
 Do not give out personal information on the 

phone, through the mail or over the Internet 
unless you initiated the contact or are sure you 
know who you are dealing with
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How to Prevent

 Do not carry sensitive information
 SSN
 Birth Certificates
 Car Titles

 Secure personal information in your home  especially if you have 
roommates, employ outside help or are having service work done 
in your home
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How to Prevent
 Mail

 Request a vacation hold when gone
 Drop outgoing mail in a post office box instead of an 

unsecured mail box
 Have a secured mail box 
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How to Pevent
 Check Credit Often

 creditkarma.com
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How to Prevent

Cross Shredder                  Regular Shredder
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What If My Identity is Stolen?
 Contact the fraud departments of any one of the 

three major credit bureaus to place a fraud alert 
on your credit file. 
 The fraud alert requests creditors to contact you 

before opening any new accounts or making any 
changes to your existing accounts. As soon as the 
credit bureau confirms your fraud alert, the other two 
credit bureaus will be automatically notified to place 
fraud alerts, and all three credit reports will be sent 
to you free of charge.
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What If My Identity Has Been Stolen?
 Close the accounts that you know or believe have 

been tampered with or opened fraudulently.
 File a police report. Get a copy of the report to 

submit to your creditors and others that may 
require proof of the crime.
 you will have to fill out a ID theft packet

 finger printed
 photographed
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Contact

Officer Shelby M Sewell
Coffeyville Police 

Department
16202526160


